
 
Hilltown Community 
Health Center 

Administrative Offices 
58 Old North Road 
Worthington, MA 01098 
413-238-5511 
www.hchcweb.org 

 
 

BOARD MEETING 
MARCH 27, 2018 

WORTHINGTON HEALTH CENTER 
5:30 PM 

AGENDA  
  

1. Call to Order 
 

2. Approval of the February 22, 2018 Meeting Minutes 
 

3. Finance Committee Report 
 

4. Chief Executive Officer / Senior Manager Reports 
 

5. Committee Reports (as needed)  
• Executive Committee 
• Recruiting, Orientation, and Nominating (RON) 
• Corporate Compliance  
• Facilities 
• Personnel  
• Quality Improvement 

   
6.  Old Business 

 
7. New Business 

• HIPAA Security Policies 
 

• Employee Credentialing-New Employees: 
1. Kiara Gonzalez, Medical Assistant 
2. Sondra Guzik, Medical Assistant 
 

 
8. Adjourn 

 
 

HCHC is an equal opportunity provider. 
 

http://www.hchcweb.org/


HCHC BOARD OF DIRECTORS MEETING 
Date/Time: 02/22/2018 5:30pm 
Huntington Health Center 
 
MEMBERS: John Follet, President; Tim Walter, Treasurer, Lee Manchester; Nancy Brenner, Vice President; Cheryl 
Hopson; Maya Bachman; Kathryn Jensen; Alan Gaitenby 
STAFF: Eliza Lake, CEO; Frank Mertes, CFO 
ABSENT: Seth Gemme; Wendy Lane Wright; Wendy Long; Matt Bannister; Janet Laroche, Executive Assistant; 
Michael Purdy, CCSO 
 
 
Agenda Item Summary of Discussion Decisions/ 

Next Steps/ 
Person 

Responsible 
Due Date 

Approval of 
Minutes 

1/25/2018 
 

 
 

John Follet called the meeting to order at 5:30 pm.   
 
A review of the minutes of the January 25, 2018 meeting yielded the following 
corrections: Wendy Long was indeed present, the Personnel Committee did not 
meet and HCHC does not have unrestricted access to Narcan. Tim Walter moved 
the minutes of the January 25, 2018 be accepted as amended. Alan Gaitenby 
seconded the motion and the motion was approved. 
 

January 25, 
2018 
minutes 
were 
approved 
with 
amendments 

Finance 
Committee 

Tim Walter reported that the Finance Committee had met at 4:30 prior to the 
present meeting. The present financial standing is extremely tight. The new and 
yet unfilled position is provided for in the budget.  Tim noted that 30% of HCHC’s 
funds come from grants. 
 
Frank Mertes reported that HCHC is considering taking out a loan of $300,000 to 
provide liquidity during the next year. HCHC would then repay the loan when 
the new Amherst site is operational. 7100 additional clinical visits are expected 
at the new site. Frank noted that the proposed budget is a realistic, not 
aspirational budget, and therefore will provide useful actual/budgeted 
comparisons. The proposed budget has a loss of $350,000, much ($153,000) of 
which is related to the start-up of the Amherst site. Because of the unexpected 
construction expenses, there will be additional fundraising, and this is expected 
to ameliorate some of the budget shortfall. Eliza Lake noted that the federal 
grant that was recently passed in the US Congress will contain additional funds, 
but in amounts not presently known. Another unknown is the amount of 
demand for services in the Amherst area and the percentage of unreimbursed 
visits. Another infusion of money is expected from C3, but the state has not yet 
released those funds. The calculation governing funds from C3 will remain 
unchanged for several months. When the recalculation occurs, HCHC will have 
enrolled additional patients at the Amherst site. It was asked whether the staff 
have inquired about a cost of living increase: Eliza said they had not, but would 
be told of no COLA once the budget is finalized. Nancy Brenner made a motion 
that the proposed budget be accepted. The motion was seconded by Lee 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The 
proposed 
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Manchester. The motion was approved.  
 
Alan Gaitenby moved that the report of the Finance Committee be approved. 
Nancy Brenner seconded the motion. The motion was approved. 
 
 

2018 budget 
was 
approved. 
 
Finance 
committee 
report was 
approved. 

CEO Report Eliza reported that Peter Kocot, a state legislator from our region, died today. 
His death, along with the retirements of other legislators in our region, will leave 
HCHC without much representation in the Massachusetts State House. She also 
reported that HCHC has reviewed its various insurance policies, upgrading some 
(loss of buildings) and adding others (cyber attack). The need to insure health 
workers who drive patients to medical appointments in their own vehicles 
remains unmet. There is a plan to at least collect license and insurance data on 
relevant staff members. Other agencies have stopped providing transportation, 
finding negative health outcomes to that suspension.  
 
Ms. Lake reported the hours of operation at the Amherst site: Monday through 
Wednesday, 8 am to 5 pm; Thursday and Friday, 8 am to 5:30 pm.  The medical 
department in Amherst will be open 8 am to noon only on Wednesdays. Lee 
Manchester made a motion that those hours of operation be approved and 
Tim Walter seconded the motion. The motion was approved. 
 
The documents required by the Department of Public Health for individual board 
members were collected and forms distributed to those members who did not 
have them.  Eliza then surveyed members present about additional questions, 
finding no affirmative answers. She intends to contact absent board members 
individually to repeat this query. 
 
Eliza reported on the repair and repainting of the Huntington and Worthington 
sites which is planned for the next several weeks. In the process, some minor 
existing damage came to light. 
 
The status of the laboratory facilities at the existing and future sites was 
discussed. The laboratory company serving the current sites has not committed 
to opening an additional lab in the Amherst site, partly because it has another 
laboratory facility in the town. 
 
In response to a question, Eliza reported that the new position of Director of 
Clinical Operations will likely be offered to a candidate who has been 
interviewed.  Eliza also reported that HCHC is having difficulty retaining Medical 
Assistants, perhaps because the recovering economy has increased the 
employment possibilities for such staff. The departure of two MDs and the 
maternity leave of another has meant lowered service hours for the medical 
department and stress on existing medical staff. The new Physician’s Assistant 
has been developing a caseload, and this has helped the situation. Soon two 
current staff members will leave the current sites for Amherst, further straining 

 
 

 
 
 
 
 
 
 
 
Hours of 
operation for 
the John P. 
Musante 
Health 
Center were 
approved. 
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the existing centers. There has been some thought given to reducing the 
Worthington center’s hours to four days per week, but this is not yet being 
seriously considered. Eliza suggested that the staffing situation is familiar and 
that it will require about six months to fix. 
 
There is an effort to pass a new state law creating a fund to stabilize community 
health centers. This is the Community Health Center Transformation Fund. The 
recently deceased Mr. Kocot was the primary proponent of the bill, and his 
death is expected to hamper the progress of the bill. 
 
Eliza and Frank reported that the opening of the Amherst site is still expected on 
March 19, 2018, but that a delay due to the electrical system problem may yet 
mean a postponement. Celebratory events are being planned for Sunday, March 
25 for donors (10 am-2 pm) and staff (3-5 pm). 
 

Executive 
Committee 

There was no report from the Executive Committee this month. 
 

 

Recruitment, 
Orientation 

& 
Nominating 

(RON) 
Committee 

 

There was no report from the RON Committee this month. 
 

 

Corporate 
Compliance 
Committee 

There was no report from the Corporate Compliance Committee this month. 
 

 

Facilities 
Committee 

Alan Gaitenby reported for the Facilities Committee that there have been 
inspections of the two existing sites for adherence to ADA guidelines. Only a few 
problems were found, and these will be easy to fix. Eliza reported that HCHC is 
researching automatic doors for installation. Funding for such an improvement 
and for new signage may be able to use grant funds. 
 

 

Personnel 
Committee 

John Follet reported that the Personnel Committee has been working to 
reconcile the employee handbook and with policy manual. Areas of concern 
include the Confidentiality Agreement, the Conflict of Interest policy and the use 
of work time for employees’ Continuing Education requirements. 
 

 
 

Quality 
Improve-

ment/Risk 
Management 

Committee 

 Cheryl Hopson summarized the report of the Quality Improvement Committee. 
Ms. Lake reported that the Behavioral Health department head would prefer to 
hold out for a possible bilingual psychotherapist, even though the waitlist for 
services continues to be long. HCHC is required by some of its funders to make 
some Quality Improvement data public, and there will be future consideration of 
how to do that. Eliza reported that the new Incident Report has been working 
very well. The ongoing problem getting clinical results from Noble Hospital is 
being addressed by giving HCHC access to the Noble records system, but this is 
time-consuming. The overall problem is expected to be resolved when Noble 
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operations get folded into those of Baystate Medical Center, but this is not 
expected for two years. 
 
Some data contained in the submission for the Uniform Data Systems were 
queried. Noted were population characteristics suggestive of an aging 
population and the unexpectedly high percentage of uninsured patients. Eliza 
reported that the latter metric is distorted due to HCHC provision of dental 
services, which are typically not insured. 
 

Committee 
Reports 

After all the committee reports had been reviewed and discussed, Tim Walter 
moved that the reports of the committees be accepted. The motion was 
seconded by Nancy Brenner. The motion was passed. 
 

Committee 
reports 
presented at 
this meeting 
were 
approved. 
 

Old Business There was no old business this month. 
 

 

New 
Business 

 
Dental and 

HIPAA 
Privacy 
Policies 

 
 

The two policy areas up for review were Dental and HIPAA Privacy. There were 
no recommended changes to Dental Department policy. HIPAA Privacy policies 
has been updated in the area of documentation of training. Lee Manchester 
moved that the Policies reviewed be accepted. Tim Walter seconded the 
motion. The motion was approved. 
 
 

Dental 
Department 
Policies and 
HIPAA 
Privacy 
Policies were 
approved. 
 

Employee 
Credentialing 
& Privileging 

New employees Sherry Ferrier, RN; Rosa Saldana, Dental Hygienist; and Shirley 
Markham, RN were presented for credentialing by John Follet, who had 
reviewed their files. Trainees Holly Lynch, Dental Assistant Intern, and Naomi 
Bliss, Nurse Practitioner Precepting Student, were also recommended for 
credentialing by Dr. Follet.  Lee Manchester moved to accept the credentials of 
Ms. Ferrier, Ms. Saldana and Ms. Markham as well as trainees Ms. Lynch and 
Ms. Bliss. The motion was seconded by Tim Walter. The motion was accepted. 
 
Privileges were recommended for Serena Torrey, LICSW, in her annual 
privileging review, including new privileges for the provision of biofeedback 
treatment. Privileges were requested for new employee Rosa Saldana in the 
area of anesthesia administration. Nancy Brenner moved that privileges for Ms. 
Torrey and Ms. Saldana be granted. Tim Walter seconded the motion. The 
motion was passed.  
 
 

Credentialing 
was 
approved for 
Sherry 
Ferrier, Rosa 
Saldana,& 
Shirley 
Markham 
 
Privileges 
were granted 
for Serena 
Torrey 
 
Bridget Rida 
to notify 
employees 
of the 
granted 
credentials 
and 
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privileging. 
 

Adjourn & 
Next Meeting 

Tim Walter moved that the meeting be adjourned. Nancy Brenner seconded 
the motion. The meeting was adjourned at 7:20 pm. 
 
The next regular Board meeting is scheduled for March 27, 2018 at 5:30pm at 
the Worthington Health Center.  
 

 

 
Submitted by,  
 
Kathryn Jensen 
 

 5 



Actual Actual Actual Cap Link 

FY FY Jan YTD Feb TARGET COMMENT

2016 2017 2018 2018 Notes on Trend

Liquidity Measures

Operating Days Cash 16              7                     5                     8                     
Measures the number of days HCHC can cover daily 

operating cash needs.
> 30-45 Days Not Meeting Benchmark

Current Ratio 1.96             1.27                  0.95                  0.96                  Measures HCHC's ability to meet current obligations. >1.25 Not Meeting Benchmark

Patient Services AR Days 33                33                      32                      43                      
Measures HCHC's ability to bill and collect patient 

receivables
< 60-75 Days Doing Better than Benchmark

Accounts Payable Days 46                56                      95                      92                      Measures HCHC's ability to pay bills < 45 Days Not Meeting Benchmark

Profitability Measures

Net Operational Margin -1.1% -3.4% -7.5% -9.7% Measures HCHC's Financial Health > 1 to 3% Not Meeting Benchmark

Bottom Line Margin 6.6% 9.6% -5.5% 8.0%
Measures HCHC's Financial Health but includes non-

operational activities
> 3% Doing Better than Benchmark

Leverage

Total Liabilities to Total Net Assets 32.1% 27.9% 33.2% 28.7% Measures HCHC's total Liabilities to total Net Assets < 30% Not Meeting Benchmark

Operational Measures

Medical Visits -               18,443              1,489                2,914                

Net Medical Revenue per Visit 142.69$      136.63$           148.92$           147.07$           

Dental Visits -               14,880              1,252                2,309                

Net Dental Revenue per Visit 104.66$      113.60$           117.02$           108.61$           

Behavioral Health Visits -               3,814                330                   642                   

Net BH Revenue per Visit 98.69$        95.58$              100.93$           91.23$              

Optometry Visits -               2,332                214                   370                   

Net Optometry Revenue per Visit 104.51$      79.50$              87.35$              79.40$              

Hilltown CHC
Dashboard And Summary Financial Results 

February 2018
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Period Ending Feb. 2018

Feb. 2018 Feb. 2018 Over (Under) YTD Total YTD Total Over (Under) YTD PY Over (Under)
Actual Budget Budget Actual Budget Budget Actual Cur. v. PY YTD

OPERATING ACTIVITIES

Revenue

Patient Services - Medical 206,823                 169,272                 37,551                       428,570                 361,375                 67,195                   349,685                 78,885                   

Visits 1,425                     1,243                     182                            2,914                     2,652                     262                        2,649                     265                        

Revenue/Visit 145.14$                 136.18$                 8.96$                         147.07$                 136.27$                 10.81$                   132.01$                 (121.20)$                

Patient Services - Dental 104,284                 141,546                 (37,262)                     250,788                 301,022                 (50,234)                  250,597                 191                        

Visits 1,057                     1,381                     (324)                           2,309                     2,607                     (298)                       2,303                     6                             

Revenue/Visit 98.66$                   102.50$                 (3.83)$                       108.61$                 115.47$                 (6.85)$                    108.81$                 (115.67)$                

Patient Services - Beh. Health 25,258                   36,135                   (10,877)                     58,567                   77,289                   (18,722)                  53,015                   5,552                     

Visits 312                        369                        (57)                             642                        789                        (147)                       630                        12                           

Revenue/Visit 80.96$                   97.93$                   (16.97)$                     91.23$                   97.96$                   (6.73)$                    84.15$                   (90.88)$                  

Patient Services - Optometry 10,687                   22,118                   (11,431)                     29,379                   46,518                   (17,139)                  27,327                   2,052                     

Visits 156                        281                        (125)                           370                        591                        (221)                       344                        26                           

Revenue/Visit 68.51$                   78.71$                   (10.21)$                     79.40$                   78.71$                   0.69$                     79.44$                   (78.75)$                  

Patient Services - Optometry Hardware 3,945                     6,513                     (2,568)                       11,359                   14,003                   (2,644)                    7,042                     4,317                     

Patient Services - Pharmacy 8,442                     12,500                   (4,058)                       14,536                   25,000                   (10,464)                  24,656                   (10,120)                  

Quality & Other Incentives 292                        -                         292                            9,126                     -                         9,126                     968                        8,158                     

HRSA 330 Grant 117,253                 128,875                 (11,622)                     234,506                 257,750                 (23,244)                  229,590                 4,916                     

Other Grants & Contracts 63,382                   62,194                   1,188                         155,686                 138,888                 16,798                   135,609                 20,077                   

Int., Dividends Gain /Loss Investments 38                           2,500                     (2,462)                       119                        5,000                     (4,881)                    118                        1                             

Rental & Misc. Income 2,447                     2,427                     20                              4,874                     4,854                     20                           5,276                     (402)                       

Total Operating Revenue 542,851                 584,080                 (41,229)                     1,197,510              1,231,699              (34,189)                  1,083,883              113,627                 

Compensation and related expenses

Salaries and wages 430,660                 473,877                 (43,217)                     931,628                 1,035,016              (103,388)                869,067                 62,561                   

Payroll taxes 32,777                   36,015                   (3,238)                       70,607                   78,660                   (8,053)                    71,331                   (724)                       

Fringe benefits 36,844                   40,278                   (3,434)                       74,333                   87,974                   (13,641)                  79,217                   (4,884)                    

Total Compensation & related expenses 500,281                 550,170                 (49,889)                     1,076,568              1,201,650              (125,082)                1,019,615              56,953                   

No . of week days 20                           20                           -                             43                           43                           -                         42                           -                         

Staff cost per week day 25,014$                 27,509$                 (2,494)$                     25,036$                 27,945$                 (2,909)$                  24,277$                 760$                      

Hilltown Community Health Centers
Income Statement - All Departments
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Period Ending Feb. 2018

Feb. 2018 Feb. 2018 Over (Under) YTD Total YTD Total Over (Under) YTD PY Over (Under)
Actual Budget Budget Actual Budget Budget Actual Cur. v. PY YTD

Hilltown Community Health Centers
Income Statement - All Departments

Other Operating Expenses

Advertising and marketing 616                        793                        (177)                           746                        1,585                     (839)                       1,078                     (332)                       

Bad debt 371                        13,880                   (13,509)                     20,611                   27,760                   (7,149)                    4,605                     16,005                   

Computer support 7,859                     16,442                   (8,583)                       15,855                   32,884                   (17,028)                  13,330                   2,526                     

Conference and meetings (101)                       1,355                     (1,456)                       4,679                     2,710                     1,969                     6,547                     (1,868)                    

Continuing education 1,652                     2,788                     (1,136)                       2,764                     5,576                     (2,812)                    4,765                     (2,001)                    

Contracts and consulting 2,618                     4,772                     (2,154)                       4,200                     9,544                     (5,344)                    10,845                   (6,645)                    

Depreciation and amortization 13,695                   21,611                   (7,916)                       27,389                   43,222                   (15,833)                  27,826                   (437)                       

Dues and membership 3,011                     2,934                     77                              3,933                     5,868                     (1,935)                    52,940                   (49,008)                  

Equipment leases 1,733                     2,432                     (699)                           3,459                     4,864                     (1,405)                    2,829                     630                        

Insurance 1,671                     1,501                     170                            2,896                     3,002                     (106)                       2,341                     555                        

Interest 1,494                     1,500                     (6)                               2,986                     3,000                     (14)                         3,254                     (269)                       

Legal and accounting 5,637                     3,000                     2,637                         7,803                     6,000                     1,803                     8,012                     (209)                       

Licenses and fees 7,846                     4,331                     3,515                         9,641                     8,661                     979                        8,866                     775                        

Medical & dental lab and supplies 10,949                   20,139                   (9,190)                       16,716                   40,278                   (23,562)                  18,727                   (2,012)                    

Merchant CC Fees 1,184                     1,213                     (29)                             2,557                     2,426                     131                        1,947                     610                        

Office supplies and printing 3,077                     2,895                     181                            8,854                     5,791                     3,063                     3,985                     4,869                     

Postage 2,194                     1,486                     708                            4,212                     2,972                     1,240                     2,182                     2,030                     

Program supplies and materials 14,604                   20,760                   (6,155)                       32,258                   41,519                   (9,261)                    27,644                   4,615                     

Pharmacy & Optometry COGS 3,890                     5,033                     (1,144)                       11,204                   10,066                   1,138                     15,748                   (4,544)                    

Recruitment 284                          426                        (142)                           284                        852                        (568)                       906                        (622)                       

Rent 3,140                     6,535                     (3,395)                       6,280                     13,070                   (6,790)                    6,000                     280                        

Repairs and maintenance 12,632                   12,836                   (204)                           22,914                   25,672                   (2,758)                    29,607                   (6,693)                    

Small equipment purchases 1,433                       2,813                     (1,380)                       1,433                     5,626                     (4,193)                    -                         1,433                     

Telephone/Internet 1,456                     9,324                     (7,868)                       8,626                     18,648                   (10,022)                  17,836                   (9,210)                    

Travel 1,426                     3,960                     (2,533)                       3,239                     7,919                     (4,680)                    5,067                     (1,828)                    

Utilities 5,973                     3,918                     2,055                         12,123                   7,834                     4,289                     8,365                     3,758                     

Loss on Disposal of Assets -                         -                         -                             -                         -                         -                         -                         -                         

Total Other Operating Expenses 110,342                 168,675                 (58,333)                     237,662                 337,349                 (99,687)                  285,253                 (47,592)                  

Net Operating Surplus (Deficit) (67,772)                  (134,765)                66,993                       (116,720)                (307,300)                190,580                 (220,985)                104,266                 

NON-OPERATING ACTIVITIES

Donations, Pledges & Contributions 82                           417                        (335)                           12,848                   834                        12,014                   20,235                   (7,387)                    

Loan Forgiveness -                         -                         -                             -                         -                         -                         -                         -                         

Capital Grants 199,797                 100,000                 99,797                       199,797                 200,000                 (203)                       23,125                   176,672                 

Net Non-operating Surplus (Deficit) 199,879                 100,417                 99,462                       212,645                 200,834                 11,811                   43,360                   169,285                 

NET SURPLUS/(DEFICIT) 132,107                 (34,348)                  166,455                     95,925                   (106,466)                202,391                 (177,625)                273,551                 
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February 2018

February 

Budget

Over (Under) 

Budget YTD YTD Budget

Over (Under) 

Budget PY YTD

Cur. v. PY 

YTD

Operating

Medical (17,189)$         (106,292)$       89,103$          (59,250)$         (231,858)$       172,608$        (106,297)$       47,047$      

Dental (44,777)           (55,293)           10,516            (70,962)           (121,912)         50,950            (67,619)           (3,343)$       

Behavioral Health (1,709)             3,718              (5,427)             (3,507)             7,991              (11,498)           9,741              (13,248)$     

Optometry (7,804)             4,074              (11,878)           (8,760)             8,961              (17,721)           35                    (8,795)$       

Pharmacy 6,575              9,167              (2,592)             11,410            18,334            (6,924)             19,206            (7,796)$       

Community (387)                3,807              (4,194)             (2,504)             1,856              (4,360)             (1,210)             (1,294)$       

Fundraising (5,138)             (5,373)             235                  (13,882)           (11,408)           (2,474)             (13,511)           (371)$          

Admin. & OH 2,657              11,427            (8,770)             30,735            20,736            9,999              (61,331)           92,066$      

Net Operating Results (67,772)$         (134,765)$       66,993$          (116,720)$       (307,300)$       190,580$        (220,986)$       104,266$    

Non Operating

Donations 82$                  417$                (335)$              12,848$          834$                12,014$          20,235$          (7,387)$       

Capital Project Revenue 199,797          100,000          99,797            199,797          200,000          (203)                23,125            176,672$    

Total 199,879$        100,417$        99,462$          212,645$        200,834$        11,811$          43,360$          169,285$    

Net 132,107$        (34,348)$         166,455$        95,925$          (106,466)$       202,391$        (177,626)$       273,551$    

Hilltown CHC

Summary of Net Results By Dept.

February 2018

Net Results Gain (Deficit)
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Hilltown Community Health Centers

Balance Sheet - Monthly Trend

12/31/2016 12/31/2017 1/31/2018 2/28/2018
Assets

     Current Assets

               Cash - Operating Fund 321,717$           139,487$           106,899$           131,133$           

               Cash - Restricted (Amherst Donations) 350,559             238,749             264,552             110,300             

               Patient Receivables 815,560             922,130             945,932             907,470             

               Less Allow. for Doubtful Accounts (55,491)              (99,215)              (118,300)            (118,351)            

               Less Allow. for Contractual Allowances (321,655)            (364,280)            (367,283)            (355,074)            

               A/R 340B-Pharmacist 13,596               17,254               9,008                 10,533               

               A/R 340B-State 893                    928                    (80)                     (426)                   

               Contracts & Grants Receivable 111,318             88,897               62,715               77,282               

               Prepaid Expenses 25,010               4,882                 14,950               19,830               

               A/R Pledges Receivable 129,791             56,527               43,204               43,021               

     Total Current Assets 1,391,298          1,005,357          961,597             825,717             

     Property & Equipment

               Land 204,506             204,506             204,506             204,506             

               Buildings 2,613,913          2,613,913          2,613,913          2,613,913          

               Improvements 872,646             872,646             872,646             872,646             

               Equipment 974,504             974,504             974,504             974,504             

               Construction in Progress (Amherst) 52,011               1,303,831          1,535,407          1,669,398          

          Total Property and Equipment 4,717,580          5,969,400          6,200,976          6,334,967          

               Less Accumulated Depreciation (2,031,443)         (2,195,779)         (2,209,474)         (2,223,169)         

     Net Property & Equipment 2,686,137          3,773,621          3,991,502          4,111,798          

     Other Assets

               Restricted Cash 53,811               53,713               53,709               53,713               

               Pharmacy 340B and Optometry Inventory 18,555               13,089               14,125               14,942               

               Investments Restricted 5,786                 6,978                 6,978                 6,978                 

               Investment - Vanguard 419,937             514,406             514,406             514,406             

     Total Other Assets 498,089             588,186             589,218             590,039             

Total Assets 4,575,524$        5,367,164$        5,542,317$        5,527,555$        

Liabilities & Fund Balance

     Current & Long Term Liabilities

          Current Liabilities

               Accounts Payable 229,370$           296,786$           462,981$           332,669$           

               Notes Payable 1,753                 -                     -                     -                     

               Sales Tax Payable 67                      51                      19                      36                      

               Accrued Expenses 2,528                 1,492                 (2,918)                2,537                 

               Accrued Payroll Expenses 363,288             368,564             456,096             461,683             

               Payroll Liabilities 19,074               19,499               20,094               12,706               

               Unemployment Escrow 826                    826                    826                    826                    

               Deferred Contract Revenue 93,234               107,507             71,388               53,582               

          Total Current Liabilities 710,139             794,725             1,008,485          864,038             

          Long Term Liabilities

               Mortgage Payable United Bank 201,737             185,129             183,730             182,328             

               Mortgages Payable USDA Huntington 201,165             189,368             188,343             187,322             

          Total Long Term Liabilities 402,902             374,497             372,073             369,650             

     Total Liabilities 1,113,041          1,169,222          1,380,558          1,233,688          

          Fund Balance / Equity

               Fund Balance Prior Years 3,462,483          4,197,942          4,161,759          4,293,867          

          Total Fund Balance / Equity 3,462,483          4,197,942          4,161,759          4,293,867          

Total Liabilities & Fund Balance 4,575,524$        5,367,164$        5,542,317$        5,527,555$        
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Meeting Minutes 
 
COMMITTEE: Personnel      Location: Worthington   Date/Time: March 6, 2018/8:00 am  
 
TEAM MEMBERS: John Follet, Wendy Long, Lee Manchester, Karen Rowe, Bridget Rida, Eliza Lake 
 
ABSENT: Carolyn Sailer, John Bergeron, Pat Kirouac 
 

Agenda Item Summary of Discussion Decision/Next Steps Person Responsible/ 
Due Date 

Employee Policies 
Handbook 

Policies reviewed: 
1. Code of Conduct. The current Values and Mission 

statement was added. Under ‘I will respect 
diversity’ a number of additional forms of 
diversity will be added. Under ‘I will support my 
team’ the sentence ‘I will not say “that is not my 
job” will be dropped and ‘willingly assist….’ will 
be added.  

2. Conflict of Interest Policy. Eliza clarified the 
confusing language in the policy point that defines 
what constitutes a conflict of interest. The policy 
point was written by HRSA. 

3. Continuing Education Policy. Reimbursement for 
continuing education was discussed again. In the 
future the entire benefits package is to be 
reviewed.  

4. Corporate Furlough Policy. Health, dental, and 
life insurance will not be affected by a furlough 
but whether the employee is fully responsible for 
the premium is not clear. This needs to be 
investigated.  

  

Next meeting   April 3, 2018 
Huntington 
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QI-RISK MANAGEMENT COMMITTEE      
Location:  Huntington Health Center 
Date/Time: 02/20/2018 8:15am 
 
TEAM MEMBERS: Kathryn Jensen, Board Representative; MaryLou Stuart, Dental Representative; Jon Liebman, 
ANP; Cynthia Magrath, Practice Manager; Kim Savery, Community Programs Representative; Eliza Lake, CEO; 
Michael Purdy, CCCSO; Janet Laroche, Executive Assistant & Lean Team Leader; Marie Burkart, Development 
Director; Serena Torrey, Behavioral Health Representative 
 
ABSENT: Sheri Cheung, Medicine Representative; Cheryl Hopson (chair) 
 
  

Agenda Item Summary of Discussion Decision/ 
Next Steps/ 

Person 
Responsible/

Due Date 
Review of   
January 16, 
2018 Minutes 

The meeting was called to order by Kathryn Jensen at 8:15 am. 
 
The minutes from the January 16, 2018 meeting were reviewed. Jon Liebman 
made a motion to approve the minutes and Kim Savery seconded the 
motion. The January 16, 2018 minutes were approved unanimously. 
 
The Bi‐annual report was not sent out as stated in the January minutes. 
Janet to remind Eliza to send to the committee. 
 

The January 
16, 2018 
minutes were 
approved. 

Peer Review / 
Department 
Reports 

 
Eye Care 

Department 
 

Community 
Programs 

 
 
 
 
 
 
 
 
 
 
 
 
 

The Eye Care Department report was sent to the committee for review. 
Michael Purdy reported that the department can now do peer reviews in‐
house. There were only a few issues with documents that were reviewed, 
the review of systems being one of them. There was a differing of opinion, 
but a standardization has been worked out.  
 
 
For the Community Programs quarterly report, Kim Savery’s report was 
distributed to the committee. The Community Programs are on task to meet 
the objectives in most departments with the exception of some elements of 
the 1422 program. The 1422 program is moving ahead at a steady pace. 
 
The PRAPARE project is in test phase. The tool has been incorporated into 
the paper intake and the electronic medical record. The undiagnosed 
hypertension (HTN) report was reviewed. The current HTN control rate is 
70%.  
 
A third diabetes class has started and a fourth will begin in March. One 
participant in class #2 has lost 92 pounds. We’ve received program site 
recognition from the CDC to get started. We’re moving from the YMCA class 
model to the CDC model. 
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Dental 
Department 

 
 
 
 
 
 
 

Medical 
Department 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The breast cancer screening project officially ended Oct 1, but teams 
continue to meet on this topic. Although there are still some remaining 
incentives for patients, screening was significantly decreased during last 
quarter. The number of mammograms from October 1 to December 31 was 
68. It was asked how successful the screenings were? The number of cancer 
findings over a 2 year period were 19 confirmed positive findings, in ages 40‐
75 years old. Kim will confirm the total number of confirmed cases and the 
number of screened patients. Approximately 800 people were reached out 
to each year which will also be confirmed. It was asked if the total 
population of patients has been compared to who had a screening? If not, 
can this be looked at? Kim will submit a report for next meeting about this 
topic. 
 
A question was asked regarding what the total number of patients (page 2 of 
the report) in the diabetes prevention program. The Prediabetes registry lists 
344 patients with labs indicating prediabetes who may or may not have been 
diagnosed.   
 
MaryLou Stuart reported a dental incident to the committee. A patient was 
treated who actually was not our patient in the Gator Grins/dental outreach 
program. Two students in the same class have the same unique first name. 
The paperwork submitted by the parent did not include the student’s last 
name. A cleaning, x‐rays, and fluoride were given and the parents were 
upset because their student had just seen a dentist the week before. The 
dentist spoke to the parent. The team has discussed ways to prevent this 
from happening again. Their routine has already been revised in several 
ways.  
 
Jon Liebman reported for the medical department that there’s been a 
conversation with Noble Hospital’s CMO. We’ve been told they can offer us 
access to their EMR system, Meditech. We’ll have to log into their system to 
review things. We’ll be able to do it, but some questions remain. This will 
need to be done several times a day. If we can print and scan from there, it 
will be helpful.  
 
Jon Liebman also reported a situation of receiving info from Cooley 
Dickinson Hospital (CDH) in that we’re not seeing the entire CT scan reports. 
Only 256 characters of the report are appearing. eCW upgrades may be the 
issue. Briana Blanchard is looking into this.  
 
Also, upgrades to eCW were recently done and this is causing more errors 
for the medical staff. When a telephone encounter is opened, if a provider is 
not careful, it will record under another provider’s name who has not had 
anything to do with the order. Labs are not chronological any longer. Most 
recent labs are not always at the top. The order of the labs changes 
sporadically, but no one is sure why. There’s also an issue where signatures 
are disappearing from notes and this is happening in all depts. Eliza to speak 
with Frank about these issues. 

Kim to report 
at March 
meeting on 
breast cancer 
screening 
numbers. 
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Behavioral 
Health 

Department 
 
 
 
 
 
 

 
 
 
 
 
 

 
Due to the C3 implementation and Amherst opening, we’re not moving off 
the CDH servers to the cloud until later this spring. A list of all the eCW issues 
taking place will be started. 
 
Serena Torrey reported that two applications for the bi‐lingual BH clinician 
position have been received. Unfortunately, both applicants had found jobs 
in other places paying more money. It was asked if we really need the bi‐
lingual portion for the position? It can be a useful skill. 
The behavioral health wait list is still an issue. The position has been posted 
as part‐time due to office space constraints. We will continue to advertise 
for someone. 
 
Also, a referral relationship with Gandara is to be discussed. We’re not 
expanding resources, but forming referral partnerships with other groups. 
 
Jon to discuss a resource of psychiatric consults by Maven. This is a group of 
Harvard Medical School alumni who are near retirement age who provide 
video consults. It was asked if any of these services can be billed for and it’s 
not clear at this time. Franklin CHC is starting this. 
 

NCQA‐PCMH 
Implementati

on 

Marie Burkart was in attendance at this meeting. She recently spoke with 
the QI person from the Mass League regarding the reporting of some of our 
data to the public. It was suggested that we pick 3 or 4 items we’re tracking 
and use those to report. It was recommended that we develop a storyboard 
that includes measures, goals, theory, procedure, implement, track and 
report. Examples were given out to this committee along with a sample 
report. This could be used as a PR campaign. We could make the data 
available in waiting rooms for the public to review. It was asked what the 
overall point of doing this is? We’re required by NCQA to show the public 
that we’re tracking quality and informing them how we resolve issues. We’re 
required to report some things to the public. We need to pick some 
measures that we want to highlight. 
 
It was mentioned that the QI committee needs to get back into addressing 
measures and following up on measures and reporting. 
 

Identify what 
we want to 
track and 
report on at 
March 
meeting. 
 
 
 
 
 
 
 
 

Risk 
Management 

Michael Purdy reported on Risk Management. There was an incident where 
a patient fell in the waiting room because her knee gave out. She was not 
hurt. 
 
The health center’s insurance policies were reviewed recently. A few policies 
were increased, including being under‐insured if the Huntington location 
burned down. We now have a new cyber liability policy. We’re covered for 
breaches, ransom ware, etc. We’re still in discussions on whether we’re in 
need of a $2 million to $5 million umbrella policy.  
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There’s still an issue for coverage for health center employees if something 
happens when a staff member is transporting a patient. If a patients sues the 
health center, this type of policy would offer coverage. For staff who are 
driving patients, new requirements are to be implemented.  We’ve learned 
that we can get a free RMV report from the broker for staff who transport 
patients. Our overall insurance rates are going up over 25%. 
 
eCW issues are considered risk management issues that are being kept on 
top of. 
 

New Business  The annual UDS report was finished last week. We’ve seen more patients in 
2017 than 2016. Eliza lake is to present the findings at the next meeting. 
 
The Behavioral Health Dept and Medical Dept will be reporting at the March 
meeting. 
 

 

Adjourn  Cynthia Magrath moved that the meeting be adjourned. After a second by 
Jon Liebman, the meeting was adjourned at 9:15am. The next meeting is 
scheduled for Tuesday, March 20, 2018 at 8:15am at the Huntington Health 
Center. 
 

 

 
Respectfully submitted, 
Janet Laroche 
 



Eye Care Report 

February 20, 2018 

 

The  Q4  chart  review  was  performed  for  both  optometrist.    The  reviews  consisted  of  four  patient 

encounters including one pediatric, two complete eye exam, and one office visit.  The review reveled an 

inconstancy  between  the  two providers with  the use of Review of  Systems  during office  visits.    The 

inconstancies have been resolved. 

There are no  legal  issues or patient complaints at this time; however, standardizations are needed for 

optical shop returns.  



Community Department: 

Most programs are on task to meet objectives, with the exception of some elements of the 1422 

program. There still exists a lack of broad based support for screening for at risk for or prediabetes. 

Ongoing projects: 

PRAPARE: The PRAPARE project is in test phase. The tool has been incorporated into the paper intake 

and the EMR. This has been implemented by the Community Health Workers, Family Support team and 

Health Access team. Working with Azara to map for data collection. Next steps: work with reception and 

Medical Assistants to incorporate in to Health Questionnaire distributed to patients prior to annual 

exam. 

Reduction of Pts w/ undiagnosed Hypertension:  

 

I: Patients on registry diagnosed with hypertension this quarter=8, number patients removed from 
registry because not found to have HTN, if known (R03.0 or other reasons) 31 
II: Pre‐visit Planning HTN identification efforts: Three new patients have been diagnosed with HTN as a 
part of this project. The biggest change continues to be reflected in the provider using the team model. 
The team using the process 3‐4 months maroon line is reflecting the fact that the team nurse conducted 
reviews and created telephone encounters to have appointments scheduled and many of those calls 
have still not been made by the team receptionist so they remain on this list as they wait to have an 
appointment scheduled with a provider.  
 
 
HTN Control efforts 
Current HTN control rate: 70% 
Challenges/successes Met with departing receptionist who lead the project and her supervisor to 
discuss challenges. We made a plan to address the use of I10. Some providers use it as a diagnosis 
indicating elevated BP which adds confusion to identification and follow up. We also discussed the 
reluctance of providers to refer to CHWs and possible reasons 
 
 



Prediabetes Registry (diagnosis or elevated A1c in prediabetes range) Project(s):* There is a low 
number of patients who have prediabetes‐indicating labs but no diagnosis, therefore, on occasion we 
compile and forward this list to providers.  
 
Data:  
How many patients from the registry because of elevated labs have been given diagnosis? 34 
How many patients from the registry have been reached for discussion about DPP? 41 
Challenges/Successes: The number of patients with prediabetes‐indicating labs but no diagnosis remains 
very low!  

 
Pre‐visit Planning to identify at risk for prediabetes/diabetes 
Project(s):* No projects underway though there is discussion about a broader sustainability plan which 
could incorporate identifying patients who are at risk for prediabetes/diabetes. 
 
Diabetes Prevention Program: 
Brief overview: Third class started, Fourth to begin in March. One participant in class #2 has lost 92 
pounds. Switched model from YDPP to NDPP as we look to Medicaid reimbursement for sustainability. 

Have been awarded Pending Recognition according to the criteria contained in the CDC Diabetes 
Prevention Recognition Program Standards and Operating Procedures. The CDC DPRP will evaluate 
the effectiveness of our program based on data we submit every year during the month following 
the anniversary of our effective date. We must submit our data in the format described in the DPRP 
Standards. 
 
Breast Cancer Screening: This project officially ended October 1st, but the team continues to meet 
on a quarterly basis. Significant to note: Although there are still some remaining incentives for 
patients, screening was significantly decreased during last quarter. Number of mammograms from 
October 1 to December 31: 68 
 
 

 
 
 

 



 
Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: ACCESS AUTHORIZATION 
REGULATORY REFERENCE:  45 CFR 164.308(a)(4)(ii)(A) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process for authorizing appropriate access to HCHC information systems 
containing EPHI (Electronic Protected Health Information).   

Policy: 
1. HCHC must have a formal documented process for granting access to HCHC information 

systems that contain EPHI.  At a minimum, the process must include: 

• Procedure for granting different levels of access to HCHC information systems 
containing EPHI. 

• Procedure for tracking and logging authorization of access to HCHC information systems 
containing EPHI. 

• Procedure for regularly reviewing and revising, as necessary, authorization of access to 
HCHC information systems containing EPHI. 

2. HCHC workforce members must not be allowed access to information systems containing 
EPHI until properly authorized. 

3. The type and extent of access authorized to HCHC information systems containing EPHI 
must be based on risk analysis.  At a minimum, the risk analysis must consider the following 
factors: 

• The importance of the applications running on the information system 
• The value or sensitivity of the EPHI on the information system 
• The extent to which the information system is connected to other information systems 

4. Access to HCHC information systems containing EPHI must be authorized only for HCHC 
workforce members having a need for specific information in order to accomplish a 
legitimate task.  All such access must be defined and documented.  Such access must also be 
regularly reviewed and revised as necessary. 

5. HCHC workforce members must not attempt to gain access to HCHC information systems 
containing EPHI for which they have not been given proper authorization. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 



 

Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 

 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 
 
_____________________________________                  Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________                        Date: _________________________  
John Follet, MD 
Chair, HCHC Board of Directors 
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Procedure: 
 
1. Supervisors will fill out IT request form for all new hires and forward to Operations/IT.  The 

level of access to EPHI is determined by role.  These are preconfigured in the clinical system. 

2. IT will maintain the form on file. Operations will maintain a spreadsheet reflecting access 
levels and review annually. 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: ACCESS CONTROL 
REGULATORY REFERENCE:  45 CFR 164.312(a)(1) 
Purpose:  
 
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to 
purchase and implement information systems that comply with HCHC’s information access 
management policies.   
 
Policy: 
 
1. HCHC must purchase and implement information systems that comply with HCHC’s 

information access management policy.  

2. As appropriate, HCHC information systems must support one or more of the following types 
of access control to protect the confidentiality, integrity and availability of EPHI (Electronic 
Protected Health Information) contained on HCHC information systems: 

• User based 

• Role based 
3. As appropriate, security controls or methods that allow access to HCHC information systems 

containing EPHI must include, at a minimum: 

• Unique user identifiers (user IDs) that enable persons and identities to be uniquely 
identified. User IDs must not give any indication of the user’s privilege level.  

• A secret identifier (password).  

• The prompt removal or disabling of access methods for persons and entities that no 
longer need access to HCHC EPHI. 

• Verification that redundant user identifiers are not issued. 
4. Access to HCHC information systems containing EPHI must be limited to workforce 

members and software programs that have a need to access specific information in order to 
accomplish a legitimate task. 

5. HCHC workforce members must not provide access to HCHC’s information systems 
containing EPHI to unauthorized persons. 

6. All revisions to HCHC workforce member and software program access rights must be 
tracked and logged. This information must be securely maintained. and, at a minimum, must 
provide the following information: 



• Data and time of revision 

• Identification of workforce member or software program whose access is being revised 

• Brief description of revised access right(s) 

• Reason for revision 
7. HCHC workforce members must end electronic sessions between information systems that 

contain or can access EPHI when such sessions are finished, unless they can be secured by an 
appropriate locking method. 

8. Software accessing EPHI must be equipped with a feature allowing the system to 
automatically log the user off after a specified period of time. 

9. Emailing of EPHI is prohibited unless through a secure email system (encrypted through 
Office365). 

10. Encryption and decryption of stored EPHI is handled by Cooley-Dickinson as we are hosted 
on their servers. 

11. In the event of an emergency, patient care will be documented using manual means and 
scanned into the EMR once normal operations have resumed. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
 
 
 
Approved by: 
 
 
_____________________________________                    Date:  _______________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: ASSIGNED SECURITY POLICY 
REGULATORY REFERENCE:  45 CFR 164.308(a)(2)(i) 
 
Purpose:  
 
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to 
assign a single employee overall final responsibility for the confidentiality, integrity, and 
availability of its EPHI (Electronic Protected Health Information).    
 
Policy: 
 
1.  HCHC’s Chief Operations Officer is designated as the Information Security Officer and is 

responsible for the development and implementation of all policies and procedures necessary 
to appropriately protect the confidentiality, integrity, and availability of HCHC information 
systems and EPHI. 

2.  The HCHC Information Security Officer’s responsibilities include, but are not limited to: 

• Ensure that no HCHC information system compromises the confidentiality, integrity, or 
availability of any other HCHC information system. 

• Develop, document, and ensure dissemination of appropriate security policies, 
procedures, and standards for the users and administrators of HCHC information systems 
and the data contained within them. 

• Ensure that newly acquired HCHC information systems have features that support 
required and/or addressable security Implementation Specifications.  

• Ensure HCHC workforce members receive regular security awareness and training. 

• Conduct periodic risk analysis of HCHC information systems and security processes. 

• Develop and implement an effective risk management program. 

• Maintain an inventory of all HCHC information systems that contain EPHI. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 



 
 
 
Approved by: 
 
 
_____________________________________             Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT:  AUDIT CONTROLS 
REGULATORY REFERENCE:  45 CFR 164.312(b) 
 
Purpose:  
 
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process for using appropriate audit controls on its information systems that 
contain or use EPHI (Electronic Protected Health Information). 
 
Policy: 
 
1. Appropriate hardware, software, or procedural auditing mechanisms must be implemented on 

HCHC information systems that contain or use EPHI. 

2. Logs created by audit mechanisms implemented on HCHC information systems must be 
reviewed regularly. 

3. HCHC’s electronic medical record system records: 

• Date and time of significant activity 

• Origin of significant activity 

• Identification of user performing significant activity 

• Description of attempted or completed significant activity 

4. Information systems containing EPHI must employ technology to safeguard the integrity of 
EPHI.  This is guaranteed by locking all progress notes in order to bill.  Any additional 
information must be added as an addendum. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012         Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 
 
 
 
 



_____________________________________                Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: AUTHORIZATION AND/OR SUPERVISION 
REGULATORY REFERENCE:  45 CFR 164.308(a)(3)(ii)(A) 
 
Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to 
ensure that all workforce members who can access HCHC information systems containing EPHI 
(Electronic Protected Health Information) are appropriately authorized or supervised.   
 
Policy: 
 
1. HCHC must ensure that the confidentiality, integrity, and availability of EPHI on HCHC 

information systems is maintained when its information systems are accessed by third 
parties. 

2. Access by third party persons to HCHC information systems containing EPHI or HCHC 
locations where EPHI can be accessed must be allowed only after appropriate security 
controls have been implemented and an agreement has been signed defining the terms for 
access. The agreement must define the following: 

• The security processes and controls necessary to ensure compliance with HCHC’s 
security policies. 

• Restrictions regarding the use and disclosure of HCHC data. 

• HCHC’s right to monitor and revoke third party persons’ access and activity. 

3. Where appropriate, third party persons will be supervised by an appropriate HCHC employee 
when they are accessing HCHC information systems containing EPHI or in a HCHC location 
where EPHI might be accessed. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
 
Approved by: 
 



 
_____________________________________            Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: BUSINESS ASSOCIATES CONTRACTS  
REGULATORY REFERENCE:   

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process to only permit a business associate to create, receive, maintain, or 
transmit EPHI (Electronic Protected Health Information) on its behalf if there is a written 
agreement between the two parties which provides assurances that the business associate will 
appropriately safeguard the information. 
 
Policy: 
 
1. HCHC will permit a business associate to create, receive, maintain, or transmit EPHI on its 

behalf only if there is a written agreement between the two parties which ensures that the 
business associate will appropriately and reasonably safeguard the information. 

2. Failure on the part of the business associate to adequately safeguard EPHI will result in 
immediate termination of any business agreements and the launching of an appropriate 
investigation. 

3. The transmission of EPHI by HCHC to a health care provider concerning the treatment of an 
individual does not require a business associate agreement. 

4. All business associate agreements must be documented and will follow the standard business 
associate agreement language of HCHC. 

5. New contracts with existing business associates do not have to be obtained specifically for 
this purpose, if existing written contracts adequately address the applicable requirements or 
can be amended to do so. 

6. All business agreements must contain specific security-related language governing the 
protection of any EPHI to which the business associate has access. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012               Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
 
Approved by: 
 



 
_____________________________________             Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: CONTINGENCY PLAN 
REGULATORY REFERENCE:  45 CFR 164.308(a)(7)(i) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to 
effectively prepare for and respond to emergencies or disasters in order to protect the 
confidentiality, integrity and availability of its information systems.   

Policy: 
 
1. HCHC must have a formal process for both preparing for and effectively responding to 

emergencies and disasters that damage the confidentiality, integrity or availability of its 
information systems.  

2. At a minimum, the process must include: 

• Regular analysis of the criticality of HCHC information systems. 

• Development and documentation of a disaster and emergency recovery strategy 
consistent with HCHC’s business objectives and priorities. 

• Development and documentation of a disaster recovery plan that is in accordance with 
the above strategy. 

• Development and documentation of an emergency mode operations plan that is in 
accordance with the above strategy. 

• Regular testing and updating of the disaster recovery and emergency mode operations 
plans. 

3. All EPHI (Electronic Protected Health Information) on HCHC information systems and 
electronic media must be regularly backed up and securely stored. All medical EPHI is 
backed up by Cooley-Dickinson and stored according to their plan. Dental EPHI is backed up 
nightly. 

4. HCHC must have a formal, documented emergency mode operations plan to enable the 
continuance of crucial business processes that protect the security of its information systems 
containing EPHI during and immediately after a crisis situation. 

5. HCHC must conduct regular testing of its disaster recovery plan to ensure that it is up to date 
and effective. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 



Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
 
Approved by: 
 
 
_____________________________________                  Date:  ________________________ 
Eliza B. Lake 
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__________________________________   
John Follet, MD 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: DATA BACKUP PLAN  
REGULATORY REFERENCE:  45 CFR 164.308(a)(7)(ii)(A) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process to backup and securely store all EPHI (Electronic Protected Health 
Information) on its information systems and electronic media. 

Policy: 
 
1. Backup copies of all EPHI on HCHC electronic media and information systems must be 

made regularly. This includes both EPHI received by HCHC and created within HCHC. 

2. All medical & Behavioral Health EPHI will be backed up in accordance with Cooley-
Dickinson’s data backup schedule. 

3. All Dental EPHI will be backed up and stored on a remote server at Huntington Health 
Center. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012              Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
 
Approved by: 
 
 
_____________________________________                 Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
 



 
Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT:  DEVICE AND MEDIA CONTROLS 
REGULATORY REFERENCE:  45 CFR 164.310(d)(1) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process to appropriately control information systems and electronic media 
containing EPHI (Electronic Protected Health Information) moving into, out of and within its 
facilities.  

Policy: 
1. EPHI located on HCHC information systems or electronic media must be protected against 

damage, theft, and unauthorized access. This includes both EPHI received by HCHC and 
created within HCHC.  

2. Information systems and electronic media for which this policy applies include, but are not 
limited to, computers (both desktop and laptop), floppy disks, backup tapes, CD-ROMs, zip 
drives, portable hard drives and PDAs. 

3. All information systems and electronic media containing EPHI must be disposed of securely 
and safely when no longer required. 

4. All EPHI on HCHC information systems and electronic media must be carefully removed 
before the media or information systems are made available for re-use. 

5. All information systems and electronic media containing EPHI that are received or removed 
from HCHC or move within its facilities must be appropriately tracked and logged. 

6. Backup copies of all EPHI located on HCHC information systems or electronic media must 
be regularly made and stored securely. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT:  EVALUATION POLICY 
REGULATORY REFERENCE:  45 CFR 164.308(a)(8)(i) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process to regularly conduct a technical and non-technical evaluation of its 
security controls and processes. 

Policy: 
1. HCHC must regularly conduct a technical and non-technical evaluation of its security 

controls and processes to document its compliance with its security policies and the HIPAA 
Security Rule. 

2. The evaluation may be carried out by an appropriate HCHC business unit such as the 
information security officer, internal audit department, or a third-party organization that has 
appropriate skills and experience. 

3. HCHC will conduct an annual review of policies and procedures related to security of EPHI 
(Electronic Protected Health Information). 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 
 
_____________________________________                Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
 



 
Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: FACILITY ACCESS CONTROLS 
REGULATORY REFERENCE:  45 CFR 164.310(a)(1) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process to prevent unauthorized physical access to its facilities while 
ensuring that properly authorized access is allowed. 

 
Policy: 
1. HCHC must appropriately limit physical access to the information systems contained within 

its facilities while ensuring that properly authorized workforce members can physically 
access such systems.   

2. HCHC information systems containing EPHI (Electronic Protected Health Information) must 
be physically located in such a manner as to minimize the risk that unauthorized persons can 
gain access to them. 

3. All visitors must show proper identification and sign in prior to gaining physical access to 
HCHC areas where information systems containing EPHI are located. 

4. HCHC must have formal, documented procedures for allowing authorized workforce 
members to enter its facilities to take necessary actions as defined in its disaster recovery and 
emergency mode operations plans. 

5. All repairs / modifications to facility alarm systems are logged by the alarm company. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012          Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
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Procedure: 
1. HCHC must appropriately limit physical access to the information systems contained within its 

facilities while ensuring that properly authorized workforce members can physically access 
such systems.  
a. Access doors will be equipped with electronic proximity locks as budget permits.  

Installation priority should be based on job requirements, frequency of access and 
proximity to PHI. 

b. Employee entry doors will remain secured with electronic HID proximity sensors 

c. Access will be programmed into the ID badge proximity card. 

d. Access will be determined by position requirements. 

e. Server room doors will remain locked and should be equipped with proximity locks as 
budget permits 

2. All visitors must show proper identification and sign in prior to gaining physical access 
to HCHC areas where information systems containing EPHI are located. 
a. Receptionists will perform a count of visitor badges at the beginning of shift.  Missing 

badges will be reported to Human Resources. 

b. Reception will ensure that all visitors to the health center are signed in at the front desk. 

c. Each visitor will be issued a numbered visitor’s badge and instructed to have the badge 
visible while on HCHC property. 

d. Visitors will sign out and return the visitor’s badge prior to leaving the building. 

3. Employees will wear video ID badges 
a. Employees must wear their ID badge while on company property 

b. The badge must be visible to observers.  In other words, it should be displayed on outer 
garments when inside the building. 

c. The badge may be affixed using a lanyard, clip or retracting clip.  If a lanyard is used, it 
must be a break-away lanyard. 

d. Loss of an employee badge must be reported to Human Resources as soon as it is noticed.  
A new badge will be issued at a cost of $10.00 to the employee. 

e. Badges will not be shared by employees 

f. Failure to report a lost badge will result in disciplinary action. 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: HIPAA SECURITY AWARENESS AND TRAINING 
REGULATORY REFERENCE:  45 CFR 164.308(a)(5)(i) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to 
provide regular HIPAA security awareness and training to its staff.     

 
Policy: 
1. HCHC develops, implements, and regularly reviews a formal, documented program for 

regularly providing appropriate security training and awareness to staff. 

2. All HCHC staff are provided with sufficient regular training and supporting reference 
materials to enable them to appropriately protect HCHC information systems.  Initial training 
must be provided prior to granting access to systems containing PHI (Protected Health 
Information) and annually for the duration of employment. 

3. After training has been conducted, each staff member must verify that he or she has received 
the training, understood the material presented, and agrees to comply with it. 

4. Business associates must be informed of HCHC security policies and procedures on a regular 
basis. Such awareness can occur through contract language or other means. 

5. All HCHC information security policies and procedures must be readily available for 
reference and review by appropriate employees, business associates, and third-party workers. 

6. HCHC must regularly train and remind its staff about its process for guarding against, 
detecting, and reporting malicious software that poses a risk to its information systems and 
data. 

7. HCHC must regularly train and remind its staff about its process for monitoring log-in 
attempts and reporting discrepancies. 

8. HCHC must regularly train and remind its staff about its process for creating, changing and 
safeguarding passwords. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
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_____________________________________           Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
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John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: INFORMATION ACCESS MANAGEMENT 
REGULATORY REFERENCE:  45 CFR 164.308(a)(4)(i) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process for authorizing appropriate access to HCHC information systems 
containing EPHI (Electronic Protected Health Information).  

Policy: 
1. Access to HCHC information systems containing EPHI must be managed in order to protect 

the confidentiality, integrity and availability of EPHI. 

2. HCHC must have a formal documented process for granting access to HCHC information 
systems containing EPHI.  At a minimum, the process must include: 

• Procedure for granting different levels of access to HCHC information systems 
containing EPHI. 

• Procedure for tracking and logging authorization of access to HCHC information systems 
containing EPHI. 

3. HCHC workforce members must not be allowed access to information systems containing 
EPHI until properly authorized.  

4. Appropriate HCHC information system owners or their chosen delegates must define and 
authorize all access to HCHC information systems containing EPHI.   

5. Access to HCHC information systems containing EPHI must be authorized only for HCHC 
workforce members having a need for specific information in order to accomplish a 
legitimate task.  All such access must be defined and documented.  Such access must also be 
regularly reviewed and revised as necessary. 

6. HCHC workforce members must not attempt to gain access to HCHC information systems 
containing EPHI for which they have not been given proper authorization. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
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__________________________________   
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT:  RISK ANALYSIS 
REGULATORY REFERENCE:  45 CFR 164.308(a)(1)(ii)(A) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process for conducting accurate and thorough analysis of the potential risks 
to the confidentiality, integrity, and availability of its information systems containing EPHI 
(Electronic Protected Health Information). 

 
Policy: 
1. The identification, definition and prioritization of risks to HCHC information systems 

containing EPHI must be based on a formal, documented risk analysis process.  

2. HCHC must conduct risk analysis on an annual basis. 

3. HCHC’s risk analysis process must include the following: 

• Identification and prioritization of the threats and vulnerabilities of HCHC information 
systems containing EPHI.  

• Identification and definition of security measures used to protect the confidentiality, 
integrity, and availability of HCHC information systems containing EPHI. 

• Identification of the likelihood that a given threat will exploit a specific vulnerability on a 
HCHC information system containing EPHI. 

• Identification of the potential impacts to the confidentiality, integrity, and availability of 
HCHC information systems containing EPHI if a given threat exploits a specific 
vulnerability. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012         Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 
 
 



_____________________________________                 Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: SANCTION POLICY 
REGULATORY REFERENCE:  45 CFR 164.308(a)(1)(ii)(C) 

Purpose:  
Hilltown Community Health Center, Inc. (HCHC) management has adopted this policy to have a 
formal documented process for applying appropriate sanctions against workforce members who 
fail to comply with its security policies and procedures. 

 
Policy: 
1. HCHC workforce members must understand and comply with all applicable HCHC security 

policies and procedures. HCHC must provide regular training and awareness for workforce 
members on HCHC security policies and procedures. 

2. HCHC must have a formal, documented process for applying appropriate sanctions against 
workforce members who do not comply with its security policies and procedures. At a 
minimum, the process must include: 

• Procedures for detecting and reporting workforce members’ non-compliance with HCHC 
security policies and procedures. 

• Identification and definition of levels of sanctions, including their relative severity. 

• Identification of cause and rationale for issuing of sanction. 

• A defined, formal method for evaluating the severity of non-compliance with HCHC 
security policies and procedures. 

3. Sanctions must be commensurate with the severity of the non-compliance with HCHC 
security policies and procedures and must occur with appropriate involvement of HCHC’s 
human resources department. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: SECURITY INCIDENT RESPONSE AND REPORTING 
REGULATORY REFERENCE:  45 CFR 164.308(a)(6)(i), 45 CFR 164.308(a)(6)(ii) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process for detecting and responding to security incidents. 

Policy: 
1. HCHC must have a formal, documented process for quickly and effectively detecting and 

responding to security incidents that may impact the confidentiality, integrity, or availability 
of HCHC information systems.  

2. HCHC workforce members must report any observed or suspected security incidents as 
quickly as possible via HCHC’s security incident reporting procedure. 

3. A workforce member must not prevent another member from reporting a security incident. 

4. HCHC’s Information Security Officer, in cooperation with the appropriate department 
manager, is authorized to investigate any and all alleged violations of HCHC security 
policies, and to take appropriate action to mitigate the infraction and apply sanctions as 
warranted. 

5. For purposes of analysis and possible prosecution, HCHC must collect appropriate evidence 
regarding security incidents. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 
 
_____________________________________            Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
__________________________________   
John Follet, MD 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: SECURITY MANAGEMENT PROCESS  
REGULATORY REFERENCE:  45 CFR 164.308(a)(1)(i) 

Purpose:  
Hilltown Community Health Centers, Inc. (HCHC) management has adopted this policy to have 
a formal documented process for ensuring the confidentiality, integrity, and availability of its 
information systems containing EPHI (Electronic Protected Health Information) by 
implementing policies and procedures to prevent, detect, contain, and correct security violations. 

Policy: 
1. HCHC’s security management process must include policies and procedures for the 

following: 

a. Assignment of Security Responsibilities 

b. Defining the appropriate access, control and supervision of workforce members 

c. Contingency planning, data backup planning and media controls 

d. Facility and Information Access Controls 

e. Risk Analysis & Management 

f. Policy violation sanction  

g. Security Awareness Training 

h. Security Incident Reporting 

i. Workforce Clearance and Security 

j. Acceptable Use of company-owned workstations 

2. This policy will serve as the overarching Information Security Policy.  Its approval by the 
Board of Directors signifies subsequent approval of all underlying policies as identified in 
the above listing. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012     Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
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__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: WORKFORCE CLEARANCE AND SECURITY  
REGULATORY REFERENCE:  45 CFR 164.308(a)(3)(ii)(B) 

Purpose:  
Hilltown Community Health Center, Inc. (HCHC) management has adopted this policy to have a 
formal documented process to allow access to information systems containing EPHI (Electronic 
Protected Health Information) only to workforce members who have been appropriately 
authorized. 

Policy: 
 
1. HCHC must ensure that all workforce members who have the ability to access HCHC 

information systems containing EPHI are appropriately authorized or supervised. 

2. The background of all HCHC workforce members must be adequately reviewed during the 
hiring process. 

3. When defining a position, the HCHC human resources department and the hiring manager 
must identify the security responsibilities and supervision required for the position. 

4. All HCHC workforce members who access HCHC information systems containing EPHI 
must sign a confidentiality agreement in which they agree not to provide EPHI or to discuss 
confidential information to which they have access to unauthorized persons. 

5. HCHC must create and implement a formal, documented process for terminating access to 
EPHI when the employment of a workforce member ends. 

Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 
_____________________________________           Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 



Procedure: 
The background of all HCHC workforce members must be adequately reviewed during the 
hiring process. 

1. Verification checks must be made, as appropriate.  Verification checks include, but are 
not limited to: 

a. Character references 

b. Confirmation of claimed academic and professional qualifications 

c. Professional license validation 

d. Credit check 

e. Criminal background check 

f. Office of the Inspector General (OIG) database check 

2. The type and number of verification checks conducted must be based on the employee’s 
probable access to HCHC information systems containing EPHI and their expected 
ability to modify or change such EPHI.   

3. The extent and type of screening must be based on HCHC’s risk analysis process. 

When defining a position, the HCHC human resources department and the hiring manager 
must identify the security responsibilities and supervision required for the position. 

1. Security responsibilities include general responsibilities for implementing or maintaining 
security, as well as any specific responsibilities for the protection of the confidentiality, 
integrity, or availability of HCHC information systems or processes. 

All HCHC workforce members who access HCHC information systems containing EPHI 
must sign a confidentiality agreement in which they agree not to provide EPHI or to discuss 
confidential information to which they have access to unauthorized persons. 

1. Employees will sign the confidentiality statement at their on-boarding session. 

2. The statement will be kept in their personnel file 

3. Subsequent statements will be not be used but all employees will attend annual HIPAA 
Privacy & Security training.  The attendance roster will serve as acknowledgement of a 
confidentiality agreement. 
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Hilltown Community Health Centers, Inc. 

 
Administrative Policy 

All Departments 
 

SUBJECT: WORKSTATION ACCEPTABLE USE 
REGULATORY REFERENCE:  45 CFR 164.310(b) 

Purpose:  
Hilltown Community Health Center, Inc. (HCHC) management has adopted this policy to have a 
formal documented process to appropriately use and protect its workstations. 

 
Policy: 
 
1. HCHC workstations must be used only for authorized purposes: to support the research, 

education, clinical, administrative, and other functions of HCHC. 

2. All workforce members who use HCHC workstations must take all reasonable precautions to 
protect the confidentiality, integrity, and availability of EPHI (Electronic Protected Health 
Information) contained on the workstations. 

3. Workforce members must not use HCHC workstations to engage in any activity that is either 
illegal under local, state, federal, or international law or is in violation of HCHC policy. 

4. Access to all HCHC workstations containing EPHI must be controlled with a username and 
password. 

5. HCHC workstations containing EPHI must be physically located in such a manner as to 
minimize the risk that unauthorized individuals can gain access to them. 

6. HCHC workforce members must activate their workstation locking software whenever they 
leave their workstation unattended for 20 minutes or more.  HCHC workforce members must 
log off from or lock their workstation(s) when their shifts are complete. 

7. Workstations removed from HCHC premises must be protected with security controls 
equivalent to those for on-site workstations. 

 
Questions regarding this policy or any related procedure should be directed to the Information 
Security Officer at 413-238-4128. 
 
Originally Drafted: SEP 2012      Reviewed or Revised: MAR 2018 
 
Approved by Board of Directors, Date: _________________________ 
 
Approved by: 
 



 
_____________________________________                 Date:  ________________________ 
Eliza B. Lake 
Chief Executive Officer, HCHC 
 
 
__________________________________   
John Follet, MD 
Chair, HCHC Board of Directors 
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Procedure: 
 
Workforce members must not use HCHC workstations to engage in any activity that is 
either illegal under local, state, federal, or international law or is in violation of HCHC 
policy. 
Activities that workforce members must not perform while using HCHC workstations include, 
but are not limited to: 

1. Violations of the rights to privacy of protected healthcare information of HCHC’s patients. 

2. Violations of the rights of any person or company protected by copyright, trade secret, 
patent, or other intellectual property or similar laws or regulations.  This includes, but is 
not limited to, the installation or distribution of "pirated" or other inappropriately licensed 
software products. 

3. Purposeful introduction of malicious software onto a workstation or network (e.g., viruses, 
worms, Trojan horses). 

4. Purposefully causing security breaches.  Security breaches include, but are not limited to, 
accessing electronic data that the workforce member is not authorized to access or logging 
into an account that he or she is not authorized to access. HCHC employees that perform 
this activity as part of their defined job are exempt from this prohibition. 

5. Performing any form of network monitoring that will intercept electronic data not 
intended for the workforce member. HCHC employees that perform this activity as part of 
their defined job are exempt from this prohibition. 

6. Circumvent or attempt to avoid the user authentication or security of any HCHC 
workstation or account.  Employees that perform this activity as part of their defined job 
are exempt from this prohibition. 

Access to all HCHC workstations must be controlled with a username and password. 

1. HCHC workforce members must not share passwords with others.  If a HCHC workforce 
member believes that someone else is inappropriately using a user-ID or password, they 
must immediately notify their manager. 

2. Where possible, the initial password(s) issued to a new HCHC workforce member must 
be valid only for the new user's first logon to a workstation.  At initial logon, the user 
must be required to choose another password.   

3. Where possible, this same process must be used when a workforce member’s workstation 
password is reset. 

HCHC workstations containing EPHI must be physically located in such a manner as to 
minimize the risk that unauthorized individuals can gain access to them.  

1. The display screens of all HCHC workstations containing EPHI must be positioned such 
that information cannot be readily viewed through a window, by persons walking in a 
hallway, or by persons waiting in reception, public, or other related areas. 

Workstations removed from HCHC premises must be protected with security controls 
equivalent to those for on-site workstations. 
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1. EPHI must not be stored on a portable workstation unless such information is 
appropriately protected.  HCHC security office approved encryption should be used. 

2. Locking software for unattended laptops must activate after 20 minutes. 

3. HCHC portable workstations must be carried as carry-on (hand) baggage when 
workforce members use public transport.  They must be concealed and/or locked when in 
private transport (e.g., locked in the trunk of an automobile). 

4. Personal laptops will not be permitted access to the HCHC network and are not to be 
used to access EPHI. 

 

 

 4 


	March BOD Agenda 03-27-2018
	Board Minutes 02-22-2018 draft
	Feb 2018 Results Dashboard, Inc Stmt & Bal Sheet
	Personnel Minutes 3_6_2018
	QI Minutes 02-20-2018 & Reports
	QI Minutes 02-20-2018 draft
	Eye Care Feb2018 report
	Community DepartmentFeb2018 report

	Access Authorization Policy
	Access Control Policy
	Assigned Security Responsibility Policy
	Audit Controls Policy
	Authorization or Supervision Policy
	Business Associates Contracts Policy
	Contingency Plan Policy
	Data Backup Plan Policy
	Device and Media Controls Policy
	Evaluation Policy
	Facility Access Controls Policy
	HIPAA Security Awareness and Training Policy
	Information Access Mgt Policy
	Risk Analysis Policy
	Sanction Policy
	Security Incident Response & Reporting Policy
	Security Management Process and TOC Policy
	Workforce Clearance and Security Policy
	Workstation Acceptable Use Policy

